This article considers how the pendulum metaphor can be applied to shifts in popular opinion concerning the right to privacy. At times, the media portrays privacy as an individualistic right, serving at the behest of criminals and terrorists. Every so often, however, an event occurs that starkly reminds the public of the value of privacy. Public opinion drives debate and this debate often leads to legal reform. The Church Committee, formed in response to the Watergate scandal, is a classic example of the effect the exposure of abuse can have on the regulation of privacy. Over time, however, legislative gains in privacy protection have a tendency to erode. In addition, extreme events, such as the terrorist attacks of 9/11, can cause the pendulum to swing back to the opposite position. Following the exposure of mass surveillance practices by Edward Snowden, the world has, once again, been questioning government surveillance activities. This article seeks to consider the transatlantic impact of the National Security Agency revelations. Transparency is highlighted as a crucial regulating force on excessive government interference with privacy rights.
Introduction
The concept of a swinging pendulum frequently serves as a political metaphor, illustrating oscillations from one policy position to another over time. 1 The metaphor borrows from the scientific principle that the restoring force of gravity, combined with the mass of a pendulum, will cause it to swing back and forth indefinitely. In addition to being used to portray electoral swings, 2 trends in criminal justice, 3 and education where the idea of protecting privacy rights is viewed by many as abhorrent pandering to terrorists and criminals.
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Such complacency is occasionally checked, however. Often this task is performed by the press, such as when the News of the World phone hacking scandal was exposed. 12 When reports emerged exposing the phone hacking of celebrities, politicians, and members of the Royal Family, there was mild public interest. 13 When the recognisable and relatable figure of Millie Dowler and her family became part of the story, however, the increased level of outrage was palpable.
14 Revelations like this make people stop and think, turn the intangible into the material and remind people that privacy is a right worth protecting. This article considers how non-voluntary transparency has influenced surveillance policy in the past by examining the aftermath of the Watergate scandal and the Bush administration warrantless wiretapping scandal. The Edward Snowden revelations have, once again, brought the question of privacy to the fore of public consciousness. By refusing to view this latest scandal in isolation, this article gains insight from previous experiences. This article considers the effect of the Snowden revelations on public opinion and assesses the implications of the disclosures from the European perspective. Transparency is highlighted as a crucial regulating force on excessive government interference with privacy rights.
Watergate and the Church Committee
During the Cold War, public anxiety was high and the threat posed by the Soviet Union was keenly felt. With the Cold War being waged through technological and political competition, the importance of espionage and the fear of foreign spies rose. 15 This environment enabled the rapid expansion of the powers and capabilities of government investigative agencies. 16 In spite of the fact that public perception tends to associate the abuses exposed following the Watergate scandal solely with the Nixon administration, such a 11 C Gearty, 'Reflections on Civil Liberties in an Age of Counterterrorism ' (2003) 41 OHLJ 185, 187. 12 The Guardian, Phone Hacking: How the Guardian Broke the Story (Guardian Books, 2011). perception is misleading. While Nixon and Hoover certainly abused their powers, administrations from Roosevelt's through to Nixon's all sanctioned overly broad investigations and lawless conduct. 17 In spite of this, Watergate was a crucial moment in American history. 18 Following the exposure of President Nixon's commandeering of the US intelligence agencies in order to investigate his political opponents, there was an unprecedented backlash against the expansion of Executive power. 19 In addition to the resignation of President Nixon, the year of 1974 saw the introduction of the Privacy Act to govern the collection, maintenance, and use of personally identifiable information about individuals by federal agencies. 20 In the following year, the US Senate Select Committee to Study Governmental Operations with Respect to Intelligence Activities set to work under the chairmanship of Senator Frank Church (Church Committee). 21 Among the many examples of abuses perpetrated by the US intelligence agencies -and exposed by the Church Committee -were a panoply of intrusive and covert measures directed against Martin Luther King. 22 Martin Luther King was just one victim among many who were targeted under the government Counter Intelligence Program (COUNTEL-PRO) that was set up in order to investigate political dissent. 23 Other targets included members of the American Communist Party and opponents of the war in Vietnam. 24 In addition, the Church Committee reported that surveillance had been directed at figures as diverse as Albert Einstein, Muhammad Ali, certain members of Congress, and the Supreme Court. 25 The Church Committee was severely critical of the intelligence agencies, pointing out that certain techniques used by the agencies were contrary to the 'the ideals which have given the people of this country and of the world hope for a better, fuller, fairer life.' 26 Senator Frank Church highlighted the ever-present risk of excessive executive power when he pointed out that extensive surveillance capabilities could at any time, 'be turned around on the American people and no American would have any privacy left, such is the capability to monitor everything: telephone conversations, telegrams, it doesn't matter. There would be no place to hide.' In a striking statement, Church warned America of the potential end result of excessive executive power and opacity:
I don't want to see this country ever cross the bridge. I know the capacity that is there to make tyranny total in America, and we must see to it that this agency and all agencies that possess this technology operate within the law and under proper supervision, so that we never cross over that abyss. That is the abyss from which there is no return.
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The Church Committee identified several significant flaws in the operation of the US intelligence services. Among the most significant flaws highlighted were the presence of ambiguous laws which granted wide discretion to the members of the executive branch, the expectation of permanent secrecy among inside parties, and weak congressional oversight resulting in a lack of accountability. 28 Each of these weaknesses reinforced each other by providing a hospitable environment for overreach where ambiguity and opacity were the norm. When individuals never expect their actions to be reviewed, they are unlikely to expend much time assessing the legal implications of their chosen course of action. Each of these lessons remains relevant today.
Out of the Watergate scandal, the findings of the Church Committee, and public dissatisfaction with executive abuse grew an inter-branch compromise in the shape of the Foreign Intelligence Surveillance Act 1978 (FISA).
29 FISA was created in order to regulate the collection of intelligence on foreign powers within the USA. 30 The Act was designed under the reasoning that a more permissive regime is justifiable when collecting foreign intelligence. 31 A different regime was to operate in the domestic context, for example the Federal Wiretap Act of 1968 applied to the interception of domestic conversations using telephone lines. This Act was later state are more likely to be foreigners and that in any case foreigners are not entitled to the same protection as American citizens. FISA created a special court of federal district court judges and this court was assigned the authority to grant foreign intelligence surveillance orders. 32 Hearings in the FISA Court are held ex parte and in secret. 33 According to the original understanding, FISA was to serve as the 'exclusive means' to conduct electronic foreign intelligence surveillance.
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While the FISA procedure was never a glowing example of transparent procedure, having been evocatively described as being held in a 'cipher-locked windowless, secure room on the top floor of the Department of Justice,' its original incarnation was a significant achievement in the light of how jealously executive authorities guard their control over surveillance operations. 35 Prior to the report of the Church Committee, excessive secrecy had facilitated the continual expansion of the executive branch by inhibiting the corrective force of public opinion. The exposure of the extent of the executive abuse led to significant reform that brought the balance between security and civil liberties closer to equilibrium.
While the public reaction and legislative change that arose following the Church Committee report supports the pendulum theory, the pendulum metaphor is, of course, inadequate to fully illustrate the ebb and flow of surveillance policy. History has shown us that when new safeguards and procedures are set in place, there is quite often a trickle effect where the executive begins to find methods to work around any new restrictions. 36 Schwarz points out that while the findings of the Church Committee led to significant reform, 'many of the same flaws began to reappear' by the mid-1980s. 37 In line with the pendulum metaphor, however, a national crisis can have a significant precipitating effect and can catalyse a forceful swing of the pendulum back in favour of security and surveillance at the expense of the right to privacy. In recent times, the response to the attacks of 9/ 11 is the epitome of this phenomenon.
9/11 and the aftermath
The effects of the attacks of 9/11 were not exclusively felt in New York, Washington, or the USA; there was global aftershock. In spite of this, however, the USA was the direct target and it is, perhaps, not surprising that since the attacks of 9/11, the US Government has become obsessed with 'ferreting out national security threats' with modern surveillance techniques.
38 While the 9/11 Commission reported numerous failures of coordination between intelligence agencies in the build up to the attacks, the most significant failure updated by the Electronic Communications Privacy Act (ECPA) of 1986. The ECPA has been amended several times since its introduction. FISA has also been amended many times since the orig- highlighted was the 'day-to-day gaps in information sharing.' 39 In spite of this, the executive seized the opportunity to engage in a large-scale expansion of their surveillance powers.
FISA, as originally designed, struck an arguable balance between the need of the executive branch to conduct foreign intelligence surveillance for the purposes of security with its duty to respect the Constitutional requirements under the Fourth Amendment. 40 The post-9/11 climate of fear and patriotism provided the executive branch with the perfect opportunity to push through legislative reform, most notably through the introduction of the PATRIOT Act. 41 The PATRIOT Act amended FISA in several substantial ways. Amendments included broadening the scope of email search warrants, intercepting telephone conversations through the use of roving wiretaps, and increasing the flow of foreign intelligence information between agencies. 42 An amendment of particular concern was the departure from the 'primary purpose' requirement. Section 218 of the PATRIOT Act expanded FISA authorisation for surveillance that had foreign intelligence collection as its primary purpose to include FISA authorisation of surveillance which had the collection of foreign intelligence as a 'significant purpose.' 43 This is problematic as one of the original defences made of the relaxed FISA regime was that it had limited applicability. 44 Following the introduction of the PATRIOT Act, the government could take advantage of the looser framework provided by FISA even when foreign intelligence gathering was 'only one of the goals.' 45 Even though the PATRIOT Act was not designed in response to the attacks of 9/11, the Act was rushed through Congress in a climate of public fear and political pressure that 40 The Fourth Amendment of the US Bill of Rights protects
[t]he right of the people to be secure in their persons, houses, papers, and effects,against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized. 43 §218 (amending 50 USC. §1804 (a)(7)(B)). A consistent defense of the relaxed FISA procedures has been the externality of the threat. The Executive reminds the public that any restriction on rights is solely in the context of the war on terrorism, drawing comfortable allusions of wartime enemies in a manner that would not affect the life and rights of the average American citizen. It is clear however that the boundaries have been blurred, and Executive expansion under the guise of emergency protection has serious privacy infringing consequences for the average citizen. An important aspect of FISA is the dichotomy created between non-resident aliens and citizens. It was determined that non-resident aliens were more likely than citizens to be officers of a foreign power and therefore more likely to be sources of foreign intelligence information and more likely to be visiting facilitated its speedy adoption. 46 Prior to the tragic events that took place on 9/11, the Department of Justice had drafted a comprehensive proposal for 'updating' the surveillance laws, elements of which had been rejected in Congress a number of times previously. 47 The introduction of the PATRIOT Act could be seen as the executive capitalising on the public mood in a time of severe national stress in order to push through a 'wish list. ' 48 Taking advantage of a sense of emergency, the executive managed to expand its power as Congress relinquished its role in legislation and leadership. At the time of its enactment, the PATRIOT Act was subjected to criticism on the grounds that it represented an excessive power grab on behalf of the executive. While there were divergent opinions on the issue, 49 Hund went so far as to describe the remaining safeguards designed to prevent the abusive wiretapping of non-resident aliens as a mere 'filing requirement.' As pointed out by Greenwald, 'Bush expressly asked for changes to the law in the aftermath of 9/11, thereafter praised the law, and misled Congress and the American people into believing that they were complying with the law.' G Greenwald, 'NSA legal arguments' Unclaimed Territory While the programme was defended by the Bush administration, the administration also attempted to reassure the public that the NSA only had the power to intercept international calls and emails of people in very limited circumstances. In spite of this, it was later uncovered that large telecommunications companies had been providing the NSA with the call records of millions of Americans. that the NSA had been conducting surveillance without warrants or other judicial approval. 53 While certain aspects of the updated FISA regime were cause for concern following the PATRIOT Act, 'at least the procedures were prescribed by law.' 54 Instead of assuming responsibility for the warrantless wiretapping programme, the executive branch defended its decision to circumvent even the heavily amended version of FISA. 55 The administration defended the programme as a necessary 'early warning system' justified by statute under the Authorization for Use of Military Force (AUMF) 56 and the US Constitution through the Commander in Chief clause in Article II. 57 The warrantless wiretapping programme was described as an 'unprecedented expansion in presidential power' 58 and was widely criticised for lacking the Fourth Amendment safeguards of individualised suspicion and judicial oversight. 59 The secret programme undermined the existing legal structure as information gathered through the warrantless programme was often subsequently used to obtain FISA Court approval. 60 When used this way, the FISA regime served as mere white-wash for the warrantless programme. Notwithstanding the criticism, however, the scandal failed to penetrate the public consciousness to the degree that might be expected and there was scant evidence of a swing of the pendulum in favour of greater protection of civil liberties.
Instead of engaging in a discussion of privacy-enhancing reform, such as that engaged upon following the report of the Church Committee, Congress enacted the Protect America Act 2007 in what has been described as 'a few days of feverish activity immediately before its summer recess.' 61 The Protect America Act 2007 was designed to provide a legal basis for the activities that the executive had, up until that time, been conducting in secret. The claimed inherent power comes from a 'perceived historical responsibility for overseeing collection of foreign intelligence in times of conflict and peace.' Even if one was to accept the legitimacy of this broad authority, however, the 'vague criteria used to select targets' and the minimal internal review provided were difficult to justify. See K Wong, 'The NSA Terrorist Surveillance Program' 43 HJL 517, 522, 527. of foreign intelligence targets 'reasonably believed' to be outside of the USA. 63 Schwartz opines that the exceptions introduced by the Protect America Act swallowed the general rule requiring FISA Court approval. 64 In addition to legislating for the warrantless surveillance programme, Congress further capitulated to the demands of the executive branch by legislating to inhibit oversight by the court system. Following the 2005 revelations, legal proceedings were initiated across the country in an attempt to make the telecommunications companies liable for their involvement in the warrantless surveillance programme. 65 The lawsuits were an avenue for the public to investigate the details of the programme, but the Bush administration sought retroactive immunity for the telecommunications companies. 66 With the granting of immunity to the telecommunications companies, the public was again prevented from discovering what its own government was doing with their information. 67 It is clear that the 2005 disclosures did not result in an abrupt swing in surveillance law and policy, and the balance between surveillance programmes and the protection of privacy did not experience the 'correction' that might be expected. One explanation for the lack of popular outrage may simply be that the terror of the 11 September attacks was still too fresh and the public remained happy to accept greater restriction of their liberties in exchange for a perception of greater security. A related explanation may be the lack of personalisation of the issue in the national conversation. Not only did the whistle-blowers remain in the background of the story, 68 the surveillance was largely perceived as something that affected the 'other' in society. 69 Whether that 'other' was represented by 
The Snowden revelations
It is notable in itself that the NSA revelations of 2013 are commonly referred to as the 'Snowden revelations.' Edward Snowden, the former NSA intelligence contractor and CIA employee, has firmly entered the public consciousness. 71 Snowden made a deliberate choice to not only disclose thousands of documents to selected members of the press, but also chose to expose his identity as the whistle-blower. According to Snowden, he felt he had 'an obligation to explain why I'm doing this and what I hope to achieve.' 72 Snowden has also been considered in his actions; as pointed out by Greenwald, it would be difficult for the government to characterise Snowden as either 'unstable' or 'naive.'
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It is also important to highlight that the Snowden revelations exposed the vastness of NSA surveillance operations. Snowden was reported as stating that '[t]he NSA specifically targets the communications of everyone. It ingests them by default. It collects them in its system and it filters them and analyzes them and it measures them and it stores them.' 74 The 'collect it all' mentality of the intelligence agency personalised the issue for many individuals. 75 This perception was fuelled with headlines such as 'NSA collecting phone records of millions of Verizon customers daily' and 'NSA Uses Angry Birds, Candy Crush to Spy on Americans.' 76 The PRISM programme was one of the first stories that The Guardian (London 10 October 2013) <www.theguardian.com/commentisfree/2013/oct/10/ double-danger-nsa-surveillance> accessed 10 October 2014; E Nakashima and J Warrick, 'For NSA Chief, Terrorist Threat Drives Passion to "Collect It All"' Washington Post (Washington 14 July 2013) <www.washingtonpost.com/world/national-security/for-nsa-chief-terrorist-threat-drivespassion-to-collect-it-all/2013/07/14/3d26ef80-ea49-11e2-a301-ea5a8116d211_story.html> accessed 10 October 2014; J Mick, 'NSA Uses Angry Birds, Candy Crush to Spy on Americans' Daily emerged from the Snowden leaks and the press coverage of the programme revealed how PRISM enabled the NSA to compel the provision of personal information from popular and pervasive US companies, including Facebook, Microsoft, Apple, Yahoo! and Google. 77 Later reports further documented how personally intrusive surveillance could be. 78 For example, it was discovered that the NSA cooperated with Britain's GCHQ in order to intercept webcam images of millions of individuals not suspected of any wrongdoing. 79 The Snowden revelations led to popular protest and rallies across the USA. 80 The general sense that NSA surveillance has the potential to affect all citizens, and not just terrorists or criminals, is illustrated by the following statement made at an anti-surveillance rally, 'I am 10. And I don't believe I should worry about every word that I write in my emails to my friends. ' 81 While polls have shown that a majority of individuals remain generally supportive of surveillance programmes, a notable shift in public perception has been detected following the Snowden disclosures. 82 Significantly, in a Pew Research Center poll conducted following the first Snowden leaks, 83 47% of individuals stated that they were concerned that anti-terrorism policies were excessively restricting civil liberties and 35% stated that they were more concerned that more restrictions would be necessary to adequately protect national security. 84 This is a notable reversal of opinion from previous polls conducted by the Pew Research Center. 85 One possible explanation for the shift in opinion may be the reportage detailing the generalised nature of the surveillance programmes. Privacy has the tendency to be viewed as an intangible right until it affects the individual personally and the Snowden revelations served as a stark reminder that the average citizen is not immune from government surveillance.
This logic may also explain the heightened outrage of international leaders when they discovered that their communications had also been subjected to surveillance. 86 Senator Dianne Feinstein provides another interesting example of how personal exposure to surveillance can alter our understanding of privacy. Following the Snowden revelations, Feinsteina staunch defender of the intelligence agencies -contended that information was only collected on 'bad guys.' 87 Her opinion changed somewhat when she discovered that the computers of Senate staffers had been under scrutiny. 88 Accordingly, in addition to drawing As recently as 2010, 47% of those polled said that they were more concerned that government policies 'have not gone far enough to adequately protect the country,' while 32% said that they were more concerned that 'they have gone too far in restricting the average person's civil liberties.' C Doherty, 'Balancing Act: National Security and Civil Liberties in Post-9/11 Era' Pew Research Center attention to current surveillance practices, the Snowden revelations increased public awareness of privacy issues. Just as there had been calls for investigation and open evaluation following the Watergate leaks, there were calls for reform in the wake of the Snowden revelations. By shining light on the covert practices of the NSA, Snowden empowered the public to express whether or not they were satisfied with the -previously secret -status quo.
Legal responses to the Snowden revelations
Following the Watergate scandal, the Church Committee was formed to investigate the surveillance activities of intelligence agencies. Several reforms were introduced following the Church Report, with FISA being the most significant legislative change. The first Snowden leak was published in the summer of 2013 and documents continue to be reviewed and reported on by journalists, such as Glenn Greenwald, who have been entrusted with copies of the NSA files.
89 While President Obama may claim that he had called for a review of US surveillance operations prior to the Snowden revelations, it is undeniable that the Snowden leaks have given significant momentum to surveillance reform. 90 Despite much discussion of reform in the USA, the tangible results have been underwhelming thus far.
In August 2013, President Obama appointed a Review Group on Intelligence and Communications Technologies to assess the surveillance regime in advance of reform proposals. 91 The review group published a report in December 2013 and recommended several reforms of the current system. 92 In January 2014, President Obama addressed some of senator-feinstein-finally-finds-surveillance-to-get-angry-about-when-it-happened-to-her-staffers.shtml> accessed 10 October 2014; A Napolitano, 'Freedom for me, but not for thee -Dianne Feinstein, the CIA and you' Fox News Additional -more critical -review was carried out by the Privacy and Civil Liberties Oversight Board (PCLOB). In January 2014 the PCLOB reported that the s.215 bulk collection of telephone records program 'lacks a viable legal foundation under s.215, implicates constitutional concerns the concerns raised in the report and stated that he would work with Congress to pursue appropriate reforms to the bulk metadata collection programme under s.215 of the PATRIOT Act. 93 In February, changes were made by the Foreign Intelligence Surveillance Court on the request of the administration. 94 Since the Snowden revelations, legislative reform efforts have been numerous, but the USA Freedom Act has emerged as the most viable proposal. 95 While the USA Freedom Act has been 'watered down' from its original incarnation introduced in October 2013, 96 it was passed by the US House of Representatives in May 2014. 97 In order to become law, the USA Freedom Act must be approved by the Senate and must be signed by the President. 98 While US reform efforts remain in flux it is interesting to note the global repercussions of the Snowden revelations. Initially, the global impact was dominated by the privacy of 
Heads of States
99 and the sanctity of trade talks. 100 As the revelations continued, it became clear that the NSA -and by extensions its Five Eyes partners -had far greater access to the world's communications than previously surmised. 101 While the initial outrage and debate in many European states has not been followed by successful legislative reform, 102 the Snowden revelations continue to cause ripples at the European Union level. In the wake of the revelations, the EU Commissioner for Home Affairs, Cecilia Malmstrom, threatened to suspend USA access to European financial and travel data if the USA failed to show that the USA respected EU data protection rules. 103 In addition to launching an inquiry into the Snowden revelations, 104 the Parliament of the EU has had Snowden address the Parliament through video conference technology.
105 Other developments at the EU level -discussed below -cannot be so unambiguously traced to the Snowden revelations. In spite of a more indirect relationship between these recent developments and the disclosures, it seems clear that the privacy-conscious environment that Snowden helped to create is hospitable to the strengthening of privacy and data protection in the EU. One area of the law that has received increased attention in the aftermath of the Snowden revelations is data protection. The Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data (Convention No. 108) was initially developed by the Council of Europe in 1981 in response to significant developments in information and communications technology. 106 In an effort to bring about harmonisation of data protection regulation within the internal market, the European Community adopted Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on the free movement of such data in 1995. 107 The status of the right to data protection as a fundamental right in Europe has been significantly enhanced with the entry into force of the Lisbon Treaty and the now binding nature of Article 8 of the EU Charter of Fundamental Rights (EU Charter).
108
With the exponential growth in online communications, the manner in which the associated user data is protected has become increasingly important. A vast amount of both traffic and content communications data is stored by private companies, such as Microsoft and Google, and the ability to access this data is clearly valued by the investigative arm of government. Due to the belief that current data protection law is out of date, reforms of the law have been proposed for several years.
109 While the reform process had appeared stalled, fresh impetus for reform was created following the Snowden revelations. referenced the Snowden revelations when endorsing data protection reform. 111 An example of this is found in her assertion that US companies, such as Facebook and Google, should also be subjected to European data protection law and her statement that European ministers must 'give a positive answer to Snowden's wake-up call.'
112 While the reform efforts have not been unhindered, 113 Vivien Reding has asserted that 'the data protection reform is on track -it is on the right track.'
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In spite of the importance the EU places on data privacy and data protection, the EU has also introduced legislative measures that have been criticised as detrimental to privacy.
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The Data Retention Directive mandates that member states must retain all telecommunications traffic data for between six months and two years. 116 In April 2014, the Court of Justice of the European Union (CJEU) found the directive to be in breach of the EU Charter.
117 While the Advocate General had previously opined that the Directive was incompatible with the EU Charter, 118 the strength of the language in the decision reached by the Court of Justice was unexpected. The Court pointed out that the Directive had general application and required the collection of data on 'all persons and all means of electronic communication as well as all traffic data without any differentiation, limitation or exception being made.'
119 Accordingly, the Court found the directive to be disproportionate. This decision represents a clear statement of intent on behalf of the Court of Justice, particularly in the light of it being the first major European ruling on surveillance following the Snowden revelations.
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In what could be interpreted as a thinly veiled reference to the Snowden revelations, the Court stated that the directive does not require that the data be retained within the EU. Therefore, the directive does not fully ensure the control of compliance with the requirements of protection and security by an independent authority, as is, however, explicitly required by the Charter. Such a control, carried out on the basis of EU law, is an essential component of the protection of individuals with regard to the processing of personal data.
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The implication of this statement appears to be that legal systems outside the EU cannot be trusted to provide adequate protection of personal data. This statement has significant implications for multinationals that move information between the EU and other states. The Snowden revelations revealed how the NSA has the capability to access user information held by US technology companies through programmes such as PRISM and it is likely that this fact influenced the strong position taken by the Court of Justice on the matter.
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The landmark ruling on data retention in April was followed by another important privacy decision by the Court of Justice in May in Google Spain SL Google Inc v Agencia Española de Protección de Datos (AEPD), Mario Costeja González. 164 [68] . 122 Under the PRISM programme, the NSA compels electronic communications service providers to provide the communications connected to certain 'selectors' related to non-US persons, such as email addresses. Privacy and Civil Liberties Oversight Board, 'Report on the Surveillance Program Operated Pursuant to Section 702 of the Foreign Intelligence Surveillance Act' 2 July 2014, 7 <http:// www.wired.com/wp-content/uploads/2014/07/PCLOB-Section-702-Report-PRE-RELEASE.pdf> accessed 10 October 2014. 123 The facts of the case involved a Spanish national who had previously sold his house to pay off social security debts. When his name was searched on Google, the search results included links to two newspaper articles from 1998 discussing these issues. The Spanish national believed that his name should no longer be associated with these prejudicial articles as he had since cleared his debts. Court of Justice found that a Spanish national was entitled to have 'irrelevant' Google search results associated with his name removed. The Court of Justice relied on the 1995 Data Protection Directive in addition to the rights to privacy and protection of personal data as guaranteed by the EU Charter.
124 Unsurprisingly, Google and other online businesses have expressed dismay at the decision. 125 In its ruling, the Court of Justice makes it clear that the individual right to privacy occupies a privileged position over the business interests of private companies.
126 While the Court also privileged the rights to privacy and data protection above the access to information interests of internet users, the Court clarified that the balance would depend on the nature of the information in question and on the interest of the public in having that information. 127 The fact that this 'right to be forgotten' ruling was delivered in the context of a significant resurgence of public interest in privacy rights globally cannot be ignored. While the Snowden revelations would not appear to have a direct relationship with the 'right to be forgotten,' the leaks have led to the increased prominence of privacy issues in the public debate. The general public is becoming increasingly conscious of the risks associated with data collection generally and as a result conditions are favourable for enhancing the protection of privacy across all sectors of society. This view is shared by other commentators, including Paul Bernal who remarks that, '[p]rivacy is becoming bigger and bigger news -and I have a strong feeling that the Snowden revelations influenced the thinking of the ECJ in last week's ruling, subconsciously if nothing else.' 128 Henry Farrell opines that while the decision of the Court of Justice is not directly connected to the Snowden revelations, the controversy may have empowered the Court to push for a more direct EU role in privacy. 129 The Snowden revelations and the subsequent developments in EU case law have not been unnoticed at the domestic level. In June, the Irish High Court candidly discussed the impact the Snowden revelations have had on global privacy in Schrems v Data Protection Commissioner.
130 While considering a case against the Irish Data Protection Commissioner for refusing to investigate Facebook, the High Court referred an essential question of privacy law to the CJEU. 131 The judgment of the High Court discussed the Snowden revelations in detail and considered how the exposure of PRISM and the language used by the Court of Justice in the Digital Rights Ireland v Minister for Communications decision may have significantly altered the legal position. 132 The decision of the High Court cast doubt on the legality of the current 'Safe Harbour' rules that govern the transfer of information between the EU and the USA. While a European Commission Decision issued in 2000 recognises Safe Harbour as providing adequate protection for personal data, the Irish High Court pointed out that the recent Snowden revelations have raised serious questions about the effectiveness of the system. 133 In addition, the High Court drew attention to the fact that since the sanctioning of the Safe Harbour regime by the Commission in 2000, Europe has seen the entry into force of the Lisbon Treaty which made the EU Charter legally binding. 134 In reference to the findings of the Court of Justice in the Digital Rights Ireland decision, 135 the High Court stated that 'it is not immediately apparent how the present operation of the Safe Harbour regime can in practice satisfy the requirements of Article 8(1) and Article 8(3) of the Charter.' 136 While the High Court judgment explicitly recognised the abuses carried out by the US security authorities, it also acknowledged that the US Foreign Intelligence Surveillance Court provides some judicial oversight. 137 An underlying message of the Digital Rights Ireland decision 138 seems to be echoed in the assertion by the Irish High Court that considerable legal difficulties are posed by 'the very fact that this oversight is not carried out on European soil.' 139 In the light of this judgment from the Irish Court, and the recent judgments emerging from the Court of Justice, this is clearly a crucial moment for data protection and privacy in Europe. In spite of the absence of tangible legislative reform, the influence of the Snowden revelations is difficult to deny and privacy advocates are emboldened. While problems with the safe harbour regime had previously been acknowledged, the heightened concern with the system illustrates how the Snowden revelations have increased momentum. The renewed focus on privacy issues at the EU level appears to have been driven by the transparency Snowden forced on the intelligence agencies. As a result of this transparency, Europe is re-evaluating how it protects its data.
Transparency
Shortly after Snowden revealed himself as the source of the NSA documents, the concept of the 'Snowden effect' was being discussed. 140 This term captures how the transparency that Snowden imposed on the intelligence agencies has sparked a public debate. Secrecy has been described as 'the boon companion of arbitrariness' and transparency has been called the 'cornerstone' of good governance with an important role to play in reducing abuse and enhancing public confidence. 141 It remains the case, however, that some degree of secrecy is an essential feature of any surveillance system. Inevitably, such operational necessity can result in an information deficit. In a properly functioning democracy, the public should have general awareness of its government's surveillance practices. According to Beetham, the basic principle of democracy is that, the people have a right to a controlling influence over the public decisions and decision-makers, and that they should be treated with equal respect and as of equal worth in the context of such decisions. These could be called for short the principles of popular control and political equality, respectively. 142 Transparency is essential if the public is to make an informed decision on whether they are satisfied with their government. In a representative democracy, the public needs information if they are to campaign or vote for change. Transparency provides the citizen with more opportunity to decide what degree of interference they perceive to be acceptable and thereby empowers the citizen to demand change.
The revelations of the Church Committee demonstrated how 'assumptions of everlasting secrecy facilitated the abuses by the executive branch.' 143 The lack of clear comment from either the NSA or the President on the nature or extent of the programme following the exposure of the warrantless wiretapping scandal in 2005 provides another example of the secrecy that inhibits effective protection of the privacy rights. 144 The change of heart experienced by the Chairman of the Senate Intelligence Committee, Senator Diane Feinstein, following her learning that Senate computers had been spied on is indicative of the utter failure of oversight in the US system. Subsequent to her initial staunch defence of the intelligence agencies, she admitted that it had become clear to her that 'certain surveillance activities have been in effect for more than a decade and that the Senate Intelligence Committee was not satisfactorily informed.' 145 The flaws in the system of oversight are great when even the Chairman of the Senate Intelligence Committee -a specially privileged security insider -is in the dark as regards the actions of the intelligence agencies.
Typically, when rights are infringed by the government we seek protection in the courts. There are practical problems in the area of surveillance and privacy that place a heavy burden on the individual. Due to the secret nature of surveillance it is often difficult to identify a particular incident of infringement and an accompanying justiciable harm. As Donner points out, the clandestine character of intelligence operations, the difficulty of identifying the source of a claimed abuse, handicaps the pursuit of a judicial remedy. And the ambiguity of the injury suffered by the target, contrasted with the importance of the interest (the security of the nation itself) asserted in defense of the challenged conduct increases a complainant's burdens. 146 In order to overcome these limitations, an alternative approach must be taken if the powers of the government are to remain in check. Full and informed debate of issues -both the threats and the benefits -is an essential value in a democratic society, as it encourages participation and proportionate decision-making. O' Brien points out that the 'importance of privacy rights in a democratic society demands that the privacy/security tension is fully debated in an open and rational way, devoid insofar as is possible of rhetoric and sensationalism, with an assessment of some of the difficulties.' 147 Scepticism is a vital element in a democratic society and a system of checks and balances can provide a measure of control against excessive exertion of power by the executive branch. 148 Publicity through an open media and transparency of government actions are essential tools of control over government in a democratic society. 149 While there are legitimate limitations on the type of transparency that is possible in the surveillance context, the publication of surveillance statistics has the potential to offer valuable protection and transparency. Limited publication of statistics reporting the levels and types of surveillance carried out by government authorities occurs in several countries, 150 however, it is clear that the standards and methods by which statistics are compiled vary and much reporting of statistics contains significant gaps. 151 Regardless of this, if the limitations and the processes behind the collection, compilation, and publication of surveillance statistics are transparent, surveillance statistics can be a useful tool for interested parties to keep the actions of their governments under scrutiny year on year. 152 It is submitted that the publication of comprehensive surveillance statistics lessens the impression of impunity among members of the executive branch and can act as a deterrent to abusive action. Most crucially, statistics keep the public informed and enable the public to participate in the debate and exert control on their government if necessary.
So while statistics have the potential to offer a vital public check, a statistic requirement can also have a fatiguing effect on both the press and the public. In the worst case, statistics can even serve as privacy theatre. 153 This concept, coined by Paul Schwartz, suggests that the existence of statistics can reassure individuals that 'someone' is keeping an eye on things and as a result statistics could deter genuine engagement or vigorous investigation. 154 According to Schwartz, the collection of statistics can create a 'myth of oversight.' 155 In order to ensure that statistics are not inuring the public to the issue of surveillance and are not being manipulated to give a false impression, another line of defence is necessary, and it is submitted that the conscientious insider -who feels free to act as a whistle-blower -can play this crucial role.
Whistle-blowers
Without the work and risks taken by whistle-blowers, the public may have never learned of the contents of the Pentagon Papers, the warrantless wiretapping programme engaged by the Bush administration, the use of waterboarding by the US government, 156 or the NSA programmes exposed by Snowden. While Snowden does not meet the current US legal standard of whistle-blower, he does meet the 'vernacular' standard. 157 In addition to engendering discussion on the appropriate use of surveillance in modern society, Snowden has also sparked a debate on the practice of whistle-blowing in the national security context. In the context of this debate, he has been both 'hailed as a whistle-blower and denounced as a traitor.' 158 Notably, a Quinnipac poll conducted in August 2013 found that the majority of Americans view Snowden as a whistle-blower and not a traitor.
159
In June 2013, Edward Snowden was charged with espionage and theft of government property. 160 While former President Jimmy Carter has stated that he would consider pardoning Snowden if he was found guilty of these charges, President Obama has made his divergent opinion clear. 161 The reality is that Snowden was fully aware of the risk he took by both exposing the NSA and coming forward publicly in his role as whistle-blower. According to Snowden, he understood that he would be made to suffer for his actions, but he asserts that 'I will be satisfied if the federation of secret law, unequal pardon and irresistible executive powers that rule the world that I love are revealed even for an instant.' 162 Even though Snowden understood that by exposing the NSA his life would 'likely be over,' he asserted that he was 'at peace with that' as it was the 'right thing to do.' 163 This is a remarkable sacrifice to make voluntarily and it would seem imprudent to expect the average conscientious insider to make such damaging personal choices in an effort to protect the public interest.
The acceptance of such personal risk appears even less likely when considered in the context of the aggressive pursuit of whistle-blowers by the US Government in recent times. 164 The Obama administration has frequently used the Espionage Act -primarily designed to prosecute treasonous information sharing with foreign enemies -against several individuals acting as whistle-blowers. 165 11 individuals in US history have been charged under the Espionage Act for leaking classified information; seven of those prosecutions have occurred under President Obama. 166 President Obama has argued that Snowden should have taken a different -less publicapproach, 167 and has called for him to return to the USA and go to court to 'make his case' that 'what he did is right.' 168 The flaw in this argument is that, under the Espionage Act, acting in the public interest is not a defence. 169 Indeed, the Espionage Act does not distinguish between an individual acting as a whistle-blower or as a spy. In addition, the law does not provide the opportunity to argue that the leaked information should never have been withheld from the public. 170 Accordingly, national security whistle-blowers are denied the opportunity to defend their actions as just. In addition, the aggressive approach of the Obama administration means that a national security whistle-blower is likely to be subjected to extremely harmful treatment once arrested. Potential whistle-blowers will be aware of the recent handling of leakers, such as Private Chelsea Manning, who was sentenced to 35 years in prison following treatment in pre-trial detention that has been described as excessive and unfair. 171 In the light of the strong disincentives to conscientiously disclose information deemed confidential by government agencies, an appropriate legal framework providing adequate protection for whistle-blowers needs to be designed in order to ensure that the government remains in check. The legal framework must contain clear standards addressing when an individual can disclose confidential information. 172 While it might make sense to treat whistle-blowers differently when national security is implicated, 173 the grave implications of unchecked and opaque intelligence agencies mean that some whistle-blower protection is essential. It is contended that a three-step system strikes the appropriate balance between secrecy and transparency in the surveillance context. 174 A three-step system requires a whistle-blower to report the suspected wrongdoing using internal procedures initially. This is important as it favours the internal reporting and correcting of issues and avoids any risk of harming national security or hindering operational effectiveness. If the internal reporting is unsuccessful, the whistleblower can approach an external party, such as a regulator or an ombudsman. This body must be fully independent of the executive branch of government. If the organisation fails to respond adequately at this stage, the whistle-blower must then have the option to approach the public, most usually through the press. While internal reporting along a prescribed channel is of course preferable as the standard first step -particularly in the surveillance context -fully internal and closed reporting systems have inherent flaws. This is particularly true where the whistle-blower aims to disclose an 'unlawful secret' that has received approval from those in power. 175 When the illegal secret is endorsed by senior officials, it is highly unlikely that the act of whistleblowing is likely to effect change. Vladec points out that these are the most important cases to expose. 176 Due to the heightened stakes in the security context, it is prudent to establish a robust second step channel for whistle-blowers. An independent and expert regulator will be able to exert scrutiny over the complaints, while maintaining a high level of secrecy.
In spite of the importance of providing this second step option, it is contended that protection of whistle-blowers who are compelled to go to the press remains essential. History has demonstrated that the press can provide a vital outlet for the frustrated whistle-blower. Before Daniel Ellsberg went to the press with the Pentagon Papers, he approached legislators in an effort to ignite a debate. After initial enthusiasm from two Senators, 177 both Senators backed out citing the political risk. 178 Following this lack of success, Ellsberg approached the press even though he knew this action could result in his imprisonment for many years. 179 Without building in legal protection for situations where the whistleblower is compelled to resort to the fourth estate, any legislation is likely to have only symbolic value. 180 
Conclusion
The Snowden disclosures have created an 'international furore and raised concerns from the population far afield from the US. ' 181 It has been reported that in spite of a significant amount of global 'activity' -such as parliamentary inquiries, diplomatic representations and media coverage -following the Snowden revelations, an insignificant number of tangible reforms have been introduced. 182 In spite of the erratic response to the revelations across the world, it is clear that the institutions of the EU have been comparatively active in their responses. 183 This article has discussed how the right to privacy and the right to protection of personal data have received increased focus in the wake of the Snowden revelations. Most striking has been the case law of the Court of Justice. The Court of Justice has often played a crucial role in charting the course for the European Union, and cases such as Digital Rights Ireland and Google Spain indicate that data protection and privacy are to be key issues on the EU agenda in the coming years.
This article opened with the observation that the pendulum metaphor can provide a useful illustration of the manner in which public opinion tends to oscillate between favouring greater security and greater privacy. Triggering events -such as terrorist attacks -can heighten this effect and government policy tends to respond to these shifts in public opinion. There was an increase in intrusive surveillance measures during the Cold War era and a surge in support for privacy protections following the Watergate scandal and the Church Committee Report. The delayed response to the Cold War surveillance techniques is representative of surveillance reform in general. The clandestine nature of surveillance can postpone the counteracting shifts in opinion that support greater privacy until the cloak of secrecy is pierced. Accordingly, shifts in opinion in favour of greater privacy will often only occur after a scandal or leak. Moreover, the intermittent and often incomplete nature of unauthorised disclosures is likely to lessen the force of the corrective swing in public opinion due to inertia caused by public uncertainty.
Due to this difficulty, this article rejects Etzioni's claim that once the threat has passed, the intrusive measures 'can gradually be rolled back.'
184 Due to the norm of secrecy in the surveillance context, the public will rarely know if a threat has actually passed or even what measures need to be rolled back. Accordingly, this article suggests that mandating the regular reporting of transparent and comprehensive surveillance statistics provides the public with increased control over their governments without threatening security. By increasing transparency, civil society can track government activity and provide a more consistent check than that possible through reliance on unauthorised disclosures. In spite of this, however, this article acknowledges the importance of whistle-blowers as a crucial final line of defence against nefarious government activity.
